






February   2010

 

 Dear Valued Broker:

As you may be aware, the American Recovery and Reinvestment Act of 2009, (known as the “Stimulus bill”) was signed into law in February 2009.  The Stimulus Bill includes the Health Information Technology for Economic and Clinical Health Act ("HITECH"), which establishes new requirements for business associates and covered entities with respect to the handling of protected health information.   


If you market or participate in the marketing or administration of Unum’s Long Term Care insurance or Cancer Assist insurance from the Voluntary Benefits portfolio
, then you are considered a “Business Associate” under the Health Insurance Portability and Accountability Act (“HIPAA”) and HITECH would apply to you.  
 

The new HITECH requirements pertain to the privacy of protected health information (“PHI”), the security of electronic PHI, and notification obligations in the event of a security breach.  The new changes alter the way business associates are regulated under HIPAA and may impact how you currently handle Unum’s customer information. Under HITECH, Business Associates are also now subject to HIPAA’s penalty and enforcement provisions. 

Business Associate Agreement Requirements

As you may recall, the Broker Contract you signed to conduct business on our behalf included a Business Associate Agreement with Unum. Under the Business Associate Agreement, you agreed to undertake specific obligations with respect to the use and disclosure, as well as the safeguarding of, the PHI of Unum’s customers, as prescribed by HIPAA.  HITECH requires that the new privacy and security requirements imposed on business associates be incorporated into all business associate agreements on or before February 17, 2010. 

 

Section 6.2 of  the Business Associate Agreement that you entered into with Unum provides that “[t]he parties agree to take such action as is necessary to amend this Agreement from time to time to enable [Unum] to comply with the requirements of [HIPAA] and other applicable laws.”  
Accordingly, by this letter, we are informing you that Unum considers the provisions of HITECH that apply to business associates, including but not limited to Sections 13401, 13404, 13405, 13406, and 13410, and that are required to be incorporated by reference into a business associate agreement, to be incorporated into the Business Associate Agreement between you and Unum, as if set forth in the Agreement in their entirety, effective February 17, 2010. 

 

Notice of Security Breach

As noted earlier, HITECH imposes new breach notification obligations on business associates.  Specifically, Section 13402 of HITECH requires business associates to notify a covered entity (i.e., Unum) upon discovery of a breach of “unsecured  protected health information
” without unreasonable delay.  Such notice should include the identification of each individual whose unsecured protected health information has been or is reasonably believed by the business associate to have been accessed, acquired, or disclosed during such breach, as well as certain other information specified by regulations.  Regulations implementing the security breach provisions of HITECH were issued by the Department of Health and Human Services (“HHS”) on August 24, 2009, and the new obligations became effective September 23, 2009.  
Accordingly, by this letter, we are informing you that Unum also considers the new breach notification obligation under Section 13402 of HITECH to be incorporated by reference into your existing Business Associate Agreement with Unum, effective as of September 23, 2009. 

 

We anticipate that HHS will be issuing guidance and/or regulations regarding HITECH’s business associate provisions in the near future.  At that time, we will be requiring additional amendments to the Business Associate Agreement that you entered into with Unum, consistent with such guidance.

 

For your reference, we have included a HITECH Frequently Asked Questions document specifically for business associates.  For more information, you may also visit the HHS Office of Civil Rights Website at www.hhs.gov/ocr/privacy.  
Finally, we also strongly recommend that you consult legal counsel on your new obligations under the HITECH Act. 

 
We appreciate your attention to this matter. 

Sincerely, 
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Charles W. Tinker, Jr. 
Vice President, Broker Compensation Services 
Unum 
1-800-633-7491
� These are Unum’s current products covered by HIPAA’s Privacy Rule.   


� “Unsecured protected health information” is any protected health information (“PHI”) that has not been encrypted or otherwise rendered unusable, unreadable, or undecipherable to unauthorized persons in accordance with guidance issued by the Department of Health and Human Services.  
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